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1 Who needs to know about these requirements

The requirements of Site Access Control apply to all individuals at SLAC: employees, users,
subcontractors, and visitors; supervisors/managers, points of contact, the ESH division director, senior
management team, and laboratory director; and SLAC Site Security, the User Support Office, the Radiation
Protection Department, and SLAC Training.

2 Why

SLAC has many areas containing hazardous equipment and materials that could pose a danger to an
individual who has not had the proper training to recognize these hazards. Furthermore, the laboratory
contains valuable government equipment and controlling access to the laboratory is an important element
of loss prevention to protect this property.

3 What do | need to know

Access to the SLAC site must be authorized and is generally limited to persons with a business purpose to
be on-site and with a SLAC point of contact (POC). Access to SLAC and areas within it varies with the
role of the person (employee, user, subcontractor, visitor); area to be entered (general access area, safety
access area); and nature of the activity (type of work, duration, whether the person is escorted or not).

SLAC employees, users, and subcontractors are issued a SLAC identification (ID) badge. Badges are
checked at the external and internal gates and at the entrances of some buildings. Badges must be worn and
displayed at all times in the safety access area. With the exception of children, anyone without a SLAC ID
badge must carry a driver’s license, state- or institution-issued photo ID, or passport. Each individual must
have and use his or her own badge at each gate or access point for every entry: badges may not be loaned
and individuals may not “piggyback” on another’s access privileges (by entering a gate or door opened by
someone else), unless properly escorted. See the flow chart on the back for a summary view of the site
entry process.

4 When

These requirements take effect 15 September 2017.

5 Where do | find more information

SLAC Environment, Safety, and Health Manual (SLAC-1-720-0A29Z-001)
= Chapter 55, “Site Access Control”
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Definitions
Guest House Registered guests of the Stanford Guest House
Visitor An individual not performing SLAC-related work, for example:

1. Anyone attending a meeting, conference, seminar, or workshop held in the general access area of the lab and not performing any work or experiments or
receiving payments or reimbursements from SLAC. Note: even if a visitor, any foreign nationals receiving payments or reimbursements from SLAC must
complete a DOE Foreign National Visits & Assignments Questionnaire and check in at the VUE Center.

2.Anyone on-site for the sole purpose of attending public tours or public lectures (refer to SLAC Public Tours website for registration)

3. Anyone attending special events that do not require any training or work

4. Anyone staying at the Guest House who is not affiliated with SLAC experimenters or work.

5. All delivery personal/vendors making deliveries to SLAC or to construction/special projects.
Point of contact (POC) SLAC personnel responsible for a user, subcontractor, visitor, or other non-SLAC employee
User A scientific researcher engaged on approved research projects using DOE-designated User Facilities
Subcontractor An individual employed by a firm with which a contract for work has been approved through Procurement (note: may exclude certain service subs)

Employee An individual who works directly for SLAC and is on the SLAC payroll

All others None of the above, may include Stanford staff, faculty, students, visiting researchers (affiliates), alumni, etc.
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1 Purpose

The purpose of this program is to protect individuals at SLAC from potentially hazardous equipment and
materials and to protect government property and the environment by ensuring access is limited to areas for
which individuals have adequate training and authorization. It covers the granting and use of physical
access privileges to the SLAC site. It applies to all individuals at SLAC: employees, users, subcontractors,
and visitors; supervisors/managers, points of contact, the ESH division director, senior management team,
and laboratory director; and SLAC Site Security, the User Support Office, the Radiation Protection
Department, and SLAC Training.

2 Roles and Responsibilities

Functional roles and general responsibilities for each are listed below. More detailed responsibilities and
when they apply are provided in the procedures and requirements.

The roles may be performed by one or more individuals and one individual may play more than one role,
depending on the structure of the organizations involved. Responsibilities may be delegated.

2.1 Individual

Every individual at SLAC, including employees, users, subcontractors, and visitors,
= Must have a business purpose to access SLAC; if not an employee, must have a SLAC point of contact

= |s responsible for following site access control requirements, including only entering areas for which
he or she has training and authorization (or is escorted), the proper use of SLAC ID badges, and
maintaining required training

= Promptly communicates access control issues or equipment problems to supervisor / point of contact
and SLAC Site Security

Violations of the access policies and procedures will be reported to SLAC management (and for

subcontractors, Purchasing), and may result loss of access privileges or disciplinary action up to and
including termination.

2.2 Supervisor / Manager

=  Ensures that all employees adhere to site access control requirements
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= Ensures that SLAC Site Security is promptly notified of access control issues or equipment problems

= Must report any violations to the relevant associate laboratory director

2.3 Point of Contact

= |sresponsible for a user, subcontractor, visitor, or other non-SLAC employee

= Ensures person(s) for whom he or she is responsible adhere to site access control requirements (and
other relevant SLAC requirements)

= Ensure individuals being granted escorted access to controlled or radiologically controlled areas review
a safety briefing

2.4 SLAC Site Security

= |ssues permanent and temporary SLAC ID badges and proximity cards

= Maintains a record of badges issued in its badging system

= Approves subcontractor after-hours access and maintains authorization forms
=  Confirms visitors have been approved and maintains main gate access forms
= |ssues vehicle registration decals and maintains registration information

= Reports violations of site access control requirements to the person’s supervisor/point of contact (and
to Human Resources Development and Services for employees)

= Performs random checks to make sure employees, users, and subcontractors are following site access
control requirements

2.5 User Support Office

=  Confirms with the relevant proposal team that a user is part of their collaboration team and should be
granted access if all paper work and training is complete

= Maintains the User Facility Access List

2.6 Radiation Protection Department

=  Designates, posts, and determines training and access requirements for controlled areas, radiologically
controlled areas, and radiological areas

= Issues dosimeters
= Maintains badge request forms
= Approves transfer of radiological training

= Approves escorted access to radiological areas, such as radiation areas, high radiation areas, or
contamination areas as appropriate
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2.7 SLAC Training

= Provides required training
= Maintaining training system and records

= Notifies individuals of the need to renew training

2.8 ESH Division Director

= Has overall responsibility for management and oversight of site access control requirements

= Performs periodic assessments/reviews to determine the continued effectiveness of the program

2.9 Senior Management Team

=  Ensures that management, supervisors, and staff in their organizations are aware of these requirements

2.10 Laboratory Director

= Sets policy and expectations and provides the institutional authority for these requirements

2.11 Program Manager / SLAC Site Security Manager

= Ensures these requirements are kept current

= Develops and provides initial and ongoing training and online processes and tools to support
implementation of these requirements

= Acts as the central point of contact for the program and provides program guidance to SLAC
management and staff

3 Procedures, Processes, and Requirements

These documents list the core requirements for this program and describe how to implement them:

=  Site Access Control: General Requirements (SLAC-1-720-0A00S-001). Describes requirements for
granting and use of physical access privileges to the SLAC site

=  Site Access Control: Site Access by Individual and Area (SLAC-1-720-0A00S-002). Summarizes site
access requirements by type of individual

=  Site Access Control: Badging Procedures (SLAC-I-720-0A00C-001). Describes process for obtaining
a SLAC identification badge

=  Site Access Control: Escorted Access Authorization Procedures (SLAC-1-720-0A00C-002). Describes
process for authorizing and engaging in escorted access

=  Site Access Control: Visitor Authorization Procedure (SLAC-1-720-0A00C-003). Describes process
for authorizing visitor access

These documents provide useful guidance; their use is not mandatory:

15 September 2017 SLAC-1-720-0A29Z-001-R023.1 30f6


http://www-group.slac.stanford.edu/esh/eshmanual/references/siteAccessReqGeneral.pdf
http://www-group.slac.stanford.edu/esh/eshmanual/references/siteAccessSummary.pdf
http://www-group.slac.stanford.edu/esh/eshmanual/references/siteAccessProcedBadging.pdf
http://www-group.slac.stanford.edu/esh/eshmanual/references/siteAccessProcedEscorted.pdf
http://www-group.slac.stanford.edu/esh/eshmanual/references/siteAccessProcedVisitor.pdf

SLAC National Accelerator Laboratory
Environment, Safety & Health Division
Chapter 55: Site Access Control

= Site Access Control: Site Safety, Security and Access Guide (SLAC-1-720-0A00T-002). Summarizes
security, safety, and access requirements

4 Training

Unescorted access to the safety access area requires completion of one of the following safety orientation
courses.

= ESH Course 219, Environmental Safety and Health Orientation (ESH Course 219), for SLAC
employees, users, and service subcontractors, or

= ESH Course 375, Construction Safety Orientation (ESH Course 375), for construction subcontractors

Additional training is required for unescorted access to controlled areas (see Site Access Control: General
Requirements).

5 Definitions

area, accelerator (AA). Area defined by the physical fence around the SLAC main accelerator complex
where access is controlled by security

area, controlled (CA). Area where access is managed to protect individuals from exposure to radiation
and/or radioactive materials. Individuals who enter a controlled area (but not radiological areas) should not
receive an occupational dose each year of more than 100 mrem total effective dose (TED).

area, general access (GAA). Area of limited hazards, established to allow public access to SLAC while still
maintaining minimum security requirements to protect the public from research-related hazards

area, radiologically controlled (RCA). A controlled area that requires dosimetry for entry. The radiation
level in certain localized areas within an RCA may vary, requiring limited occupancy. Individuals who
enter only RCAs without entering radiological areas are not expected to receive a total effective dose
(TED) of more than 100 mrem in a year.

area, safety access (SAA). Area where some level of hazard may exist

building, administrative access. Buildings for which administrative access controls have been established
to provide protection for business-related functions and records and protect government property

Center, Visitor, User, Employee (VUE). Located on the first floor of the Science and User Support Building
at the entrance of the campus, serves as a single entry point for visitors, users, and new employees;
provides a one-stop shop for services such as facility user check-ins, badging, immigration, and housing
support

employee. An individual who works directly for SLAC and is on the SLAC payroll

point of contact (POC). SLAC personnel responsible for a user, subcontractor, visitor, or other non-SLAC
employee
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subcontractor. An individual employed by a firm with which a contract for work has been approved
through Purchasing. Subcontractors work at SLAC for a specific project or on-going services and/or
maintenance.

user. A scientific researcher engaged on approved research projects using DOE-designated user facilities
(for example, SSRL, LCLS, FACET)

visitor. Individual accessing the site for purposes other than conducting work in support of the DOE
mission or that otherwise involves access to DOE information or technologies, regardless of the duration of
the visit. Visitors may include the following:

1. Allindividuals coming to SLAC to attend a meeting/conference/seminar and/or workshop that is held
in the general access area of the laboratory and who are not performing any SLAC-related work or
experiments or receiving payments or reimbursements from SLAC

2. Anyone on-site for the sole purpose of attending SLAC public tours or public lectures

3. Anyone attending special events at SLAC that do not require any training or work

4. Anyone staying at the Guest House who is not affiliated with SLAC experimenters or work

5. All delivery personal/vendors making deliveries to SLAC or to construction/special projects

work, construction. The combination of erection, installation, assembly, demolition, or fabrication activities
involved to create a new facility or to alter, add to, rehabilitate, dismantle, or remove an existing facility. It
also includes the alteration and repair (including dredging, excavating, and painting) of buildings,

structures, or other real property, as well as any construction, demolition, and excavation activities
conducted as part of environmental restoration or remediation efforts.

work, high-risk service. Service work that has an above average risk of serious injury or illness,
environmental release, or property damage

work, service. Any work involving maintenance, repair, cleaning, or testing; technical or administrative
services; or other tasks that are not construction activities. Service work may be associated with a
construction project.

6 References

6.1 External Requirements

The following are the external requirements that apply to this program:

=  Site Compliance Plan for Department of Energy Order 473.3A, “Protection Program Operations”
(DOE O 473.3A SCP)

=  Site Compliance Plan for Department of Energy Order 142.3A, “Unclassified Foreign Visits and
Assignments Program” (DOE O 142.3A SCP)

6.2 Related Documents

SLAC Environment, Safety, and Health Manual (SLAC-1-720-0A29Z-001)
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= Chapter 2, “Work Planning and Control”

= Chapter 9, “Radiological Safety”
= Chapter 13, “Traffic and Vehicular Safety”

= Chapter 42, “Subcontractor Safety”

Other SLAC Documents

= SLAC Site Security

=  Site Security Plan (SLAC-I-730-0A86M-002)
= VUE Center

= Comingto SLAC
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1 Purpose

The purpose of these requirements is to protect individuals at SLAC from potentially hazardous equipment
and materials and to protect government property and the environment by ensuring access is limited to
areas for which individuals have adequate training and authorization. They cover the granting and use of
physical access privileges to the SLAC site. They apply to all individuals at SLAC: employees, users,
subcontractors, and visitors; supervisors/managers, points of contact; and SLAC Site Security, the User
Support Office, the Radiation Protection Department, and SLAC Training.

2 Requirements

2.1 Access Overview

Access to the SLAC site must be authorized and is generally limited to persons with a business purpose to
be on-site and, if not SLAC employees, with a SLAC point of contact (POC).

Access to SLAC and areas within it varies with

1. The area to be entered (general access area, safety access area, and more specialized areas and
buildings) (see Section 2.1.1)

2. The role of the person (employee, user, subcontractor, visitor) (see Section 2.6)

3. The nature of the activity (type of work, duration, whether person is escorted or not)

Access is controlled through the following means:

1. Badges. SLAC employees, users, and subcontractors are issued a SLAC identification (ID) badge with
the person’s name, photo, role, and training status. Visitors, if they will be entering the safety access
area, are issued a temporary badge with their name and an expiration date indicating they must be
escorted. Badges are checked, either manually by SLAC Site Security or through automated readers, at
the external and internal gates and at the entrances of some buildings. (See Site Access Control:
Badging Procedures for a detailed description of badges and procedures for obtaining and using them.)

Important Individuals, with the exception of children, must carry some form of photo ID. Anyone without
a SLAC ID badge must carry a driver’s license, state- or institution-issued photo ID, or passport.

2. Keys or access codes are used to control access to some buildings.

3. Decals may be used, by employees only, to speed up vehicle access at the Main Gate.
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2.1.1  Visitor, User, Employee Center

The Visitor, User, Employee (VUE) Center, located on the first floor of the Science and User Support
Building at the entrance of the campus, serves as a single entry point for visitors, users, and new employees
and provides a one-stop shop for services such as facility user check-ins, badging, immigration, and
housing support. SLAC Site Security operations run 24 hours a day, seven days a week. All other services
are available Monday through Friday, except most public holidays and during the winter closure.

2.2 Site Areas

SLAC has many areas containing potentially hazardous equipment and materials that can pose a danger to
an individual who has not had the proper training to recognize these hazards. Accordingly, for access
purposes, areas at SLAC are classified by hazard with access limited to those who have had the appropriate
training or who are escorted by someone who has the appropriate training. (See Figure 1 for a map of
access areas.)

- To Stanford Campus

'To Interstate 280 —~ | Sand Hill Road |
39 38 | 37 | 2 3: 3 33 : 31 30 | 29 | 28 | 27 | 26

22017
B3S6AZ3

General A Area Boundary . General Access Building
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Figure 1 General and Safety Access Areas and Buildings
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2.2.1 General Access Area

The general access area (GAA) is defined as an area of limited hazards, established to allow public (with
business purpose) access to SLAC while still maintaining minimum security requirements to protect the
public from research-related hazards. The SLAC site outside of the safety access area, and some buildings
in the safety access area, is designated as the general access area.

Some buildings in the general access area have established administrative access controls to provide
protection for business-related functions and records and protect government property. These buildings are
designated administrative access buildings. Access to these requires SLAC Site Security and building
manager or area manager approval.

2.2.2 Safety Access Area

The safety access area (SAA) is defined as an area where some level of hazard may exist. Individual access
to this area is controlled. The accelerator area, and some buildings in the general access area, is designated
as the safety access area. (See Figure 1 for a map.)

Unescorted access to the safety access area requires completion of safety orientation training:

= ESH Course 219, Environmental Safety and Health Orientation (ESH Course 219), for SLAC
employees, users, and service subcontractors, or

= ESH Course 375, Construction Safety Orientation (ESH Course 375), for construction subcontractors

Additional training is required for unescorted access to controlled areas (see Section 2.2.3).

2.2.3 Controlled Areas and Radiologically Controlled Areas

A controlled area (CA) is an area where access is managed to protect individuals from exposure to
radiation and/or radioactive materials. A radiologically controlled area (RCA) is a controlled area that
requires dosimetry for entry. (See Controlled Areas and Radiologically Controlled Areas (RCAs) for a map
of these areas.)

Unescorted access to these areas requires completion of ESH Course 115, General Employee Radiological
Training (GERT) (ESH Course 115). (For details on required training for various radiological areas, see
Radiological Safety: Radiological Work and Area Entry Requirements.)

2.23.1 Securing Safety Access Buildings

Safety access buildings that contain controlled areas or radiologically controlled areas located outside of
the accelerator area must have the areas locked to prevent inadvertent access by visitors.

Safety access buildings located outside of the accelerator area where access to an accelerator housing is
possible must be locked at all times to prevent inadvertent access by visitors.

2.2.4 Radiological Areas

Individuals without required training (that is, not radiological workers), even if escorted, are not allowed
access to radiological areas, such as radiation areas, high radiation areas, or contamination areas.
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2.2.5 Construction Areas

Construction area boundaries must be clearly marked. Construction fencing must be secured during non-
working hours, weekends and holidays. Construction subcontractors must stay and work within their
designated construction areas. Personnel working on walks, paving, utilities, piping, or similar outside
projects are prohibited from entering any buildings within the area of work, except when granted
permission by a SLAC field construction manager.

Except for emergencies, SLAC personnel must obtain approval to enter a construction site from the
subcontractor’s superintendent or SLAC field construction manager (FCM). Visitors must be escorted by
the FCM or the subcontractor’s superintendent while on the job (see Chapter 42, “Subcontractor Safety™).

2.3 Gates

2.3.1 External Gates

There are two external access points to the SLAC site:

1. The Main Gate (off Sand Hill Road) is the access point for all individuals entering the site. Entry via
the Main Gate allows access to the general access area of SLAC.

2. The Alpine Gate (off Alpine Road) is the second point of entry to the site and provides access to the
safety access area. Because of the potential hazards in this area the Alpine Gate is accessible only to
individuals with current training and SLAC 1D badges (employees, users, and subcontractors). Visitors
are not allowed to use this gate.

2.3.2 Internal Gates
There are automated vehicle and pedestrian gates that provide access to the accelerator area (AA) within

the safety access area. These gates are accessible only to individuals with current SLAC ID badges.
Visitors may use these gates only if properly escorted (see Section 2.6.4).
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Figure 2 Access Gates

2.4 Access Hours

Employees and users have 24/7 access to SLAC. Summer students and subcontractors have access during
business hours (Monday through Friday from 6:00 AM to 6:00 PM). Special approval is required for
subcontractors who require after-hours and weekend access. Visitor access is generally restricted to

7:00 AM to 5:00 PM.

2.5 Access to Facilities and Building Security

Many SLAC facilities and buildings are designated as general access and are open to the public/visitors
who have a business purpose and SLAC point of contact during normal business hours. Outside of normal
business hours buildings are locked. Employees and users who may need access during evenings and
weekends are provided keys/card key access.
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Employees and users who organize after-hours meetings and events are responsible for safety and security
while the meeting is in session and also are responsible for ensuring that the building is secured when they
leave. SLAC Site Security approval is required for all after-hours events that involve individuals who do

not have a SLAC ID badge.

2.6 Authorizing Access

Access to SLAC is a privilege granted to individuals who have a business purpose. This privilege is granted
formally in accordance with these requirements and is subject to the willingness and ability to comply with
all relevant SLAC policies, procedures, and instructions, including those related to health, safety, and
protection of the environment and of laboratory assets. Access privileges may be withdrawn at any time,

for various reasons, including nonconformance with SLAC policies and procedures.

26.1

Minimum Training for Site Access

Unescorted access to the general access area does not require any training. Unescorted access to the safety
access area requires completion of safety orientation training, which is mandatory for employees, users, and
subcontractors. Unescorted access to controlled areas and radiologically controlled areas (RCAS) requires
further training (and for RCAs, the wearing of personnel dosimeters). (See Section 2.1.1for a description
and maps of areas and Table 1for minimum site access training requirements.)

Important Additional training may also be required but is not a condition of site access. See hazard-
specific chapters of the ESH Manual.

Table 1 Minimum Site Access Training Requirements

Unescorted Access to
Employment Status Safety Orientation Controlled Areas
SLAC employee ESH Course 219, Environmental Safety and Health
Orientation (ESH Course 219) .
- For access into a
User ESH Course 219, Environmental Safety and Health controlled area or

Orientation (ESH Course 219)

Service subcontractor

ESH Course 219, Environmental Safety and Health
Orientation (ESH Course 219)

May work for up to two days without this, if escorted by a
supervisor-level person, either SLAC or subcontractor,
who has the required training and badge. Workers using
this exemption will be issued a temporary escort-required
badge.

Construction subcontractor

ESH Course 375, Construction Safety Orientation (ESH
Course 375)

May work for up to two days without this, if escorted by a
supervisor-level person, either SLAC or subcontractor,
who has the required training and badge. Workers using
this exemption will be issued a temporary escort-required
badge.
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radiologically controlled
area:

ESH Course 115,
General Employee
Radiological Training
(GERT) (ESH Course
115

(For details on required
training for various
radiological areas, see
Radiological Safety:
Radiological Work and
Area Entry
Requirements.)
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Unescorted Access to
Employment Status Safety Orientation Controlled Areas

Visitor Restricted to the general access area of SLAC; to enter
the safety access area must be escorted and wear a
temporary escort-required badge (unless part of a tour)

Exempt service worker = Must not perform high risk tasks

(includes most types of service » Restricted to the general access area of SLAC; to enter
personnel who performroutine e safety access area must be escorted and wear a

activities such as FedEx or temporary escort-required badge
UPS delivery, office machine

repair, emergency medical
response)

2.6.2 Employees, Users, Subcontractors

Employees, users, and subcontractors are granted site access by completing safety orientation training and
obtaining a SLAC ID badge. (See Site Access Control: Badging Procedures.)

An employee is an individual who works directly for SLAC and is on the SLAC payroll. For the purposes
of site access SLAC emeriti, affiliates, and summer students are treated like employees, as are Stanford
University faculty, staff, and students and Department of Energy SLAC Site Office staff and employees of
other DOE contractors.

A user is a scientific researcher engaged on approved research projects using DOE-designated user
facilities (for example, SSRL, LCLS, FACET).

A subcontractor is an individual employed by a firm with which a contract for work has been approved
through Procurement. Subcontractors work at SLAC for a specific project or on-going services and/or
maintenance. Subcontractors need separate authorization to access SLAC after hours (see Section 2.7.2.1).

Note Subcontractors may work for up to two days without training, if escorted by a supervisor-level
person, either SLAC or subcontractor, who has the required training and badge. Workers using
this exemption will be issued a temporary escort-required badge.

Note Exempt service workers (including most types of service personnel who perform routine
activities such as FedEx or UPS delivery, office machine repair, and emergency medical
response) do not require training but are restricted to the general access area; to enter the
safety access area they must be escorted and wear a temporary escort-required badge.

2.6.3 Visitors

A visitor is an accessing the site for purposes other than conducting work in support of the DOE mission or
that otherwise involves access to DOE information or technologies, regardless of the duration of the visit.
Visitors may include the following:

= Allindividuals coming to SLAC to attend a meeting/conference/seminar and/or workshop that is held
in the general access area of the laboratory and who are not performing any SLAC-related work or
experiments or receiving payments or reimbursements from SLAC
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= Anyone on-site for the sole purpose of attending SLAC public tours or public lectures

= Anyone attending special events at SLAC that do not require any training or work

= Anyone staying at the Guest House who is not affiliated with SLAC experimenters or work

= All delivery personal/vendors making deliveries to SLAC or to construction/special projects

Visitors must have a business purpose and SLAC point of contact (who can be any person who has
completed training and been issued a SLAC ID badge) and approval to enter SLAC. (See Site Access
Control: Visitor Authorization Procedure.) The point of contact must advise the prospective visitor of any

SLAC site access policies and procedures applicable to the visit. Users and subcontractors may request site
access for visitors only for tours.

Once approved visitors are allowed unescorted access to the general access area, during business hours.
Visitors are allowed access to the safety access area only if escorted. (See Section 2.6.4.)

2.6.4 Escorted Access

Individuals at SLAC who do not have the minimum level of training for a given area must be escorted by
someone who does. If entering the safety access area, they must also wear a temporary escort-required
badge. This temporary badge is valid for up to seven days. (For tours, it is the tour escort who wears the
temporary badge, tour members are not required to wear a badge.)

Escorted access is authorized by obtaining approval from a point of contact, a qualified escort, and a
temporary escort-required badge if required. (See Site Access Control: Escorted Access Authorization
Procedures.)

2.6.5 Deliveries

Most deliveries to SLAC are directed to the SLAC shipping and receiving area. Occasionally special
deliveries are directed toward the receiving unit directly. All delivery drivers must have a SLAC point of
contact and a valid driver’s license to enter the site. Deliveries are accepted during SLAC shipping and
receiving business hours. All deliveries arriving after hours will be denied access to the site. Delivery or
construction trucks are not allowed to park on-site at any time. Some locations like the Stanford Guest
House and the cafeteria receive deliveries directly from the Main Gate.

2.65.1 Construction Deliveries

Construction delivery/concrete trucks may use the Alpine Gate as long as they provide a SLAC point of
contact to SLAC Site Security. Once the trucks arrive at the Alpine Gate, security officers will allow them
to access the site and pull over in a designated area next to the Alpine Gate. The security officers will notify
the SLAC point of contact of the delivery. The point of contact will be responsible for meeting the
deliveries and escorting them to their delivery location and must make sure they are escorted off-site when
delivery is completed. The delivery personal are not approved to access any building on-site during their
delivery to SLAC.
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2.6.6 Tow Trucks

Any tow truck entering the site must have a SLAC point of contact. The point of contact must approve the
tow truck entering the site, must be the registered owner of the vehicle that the tow truck is towing, and
must meet the tow truck at the Main Gate. Repossession trucks are not allowed on-site.

A site entry form is not required, but the point of contact must obtain a temporary escort-required badge if
the tow truck is to enter the safety access area.

2.6.7 Family Use of Arrillaga Recreation Center at SLAC

Family members, over the age of 18, of SLAC employees may access the Arrillaga Recreation Center
(ARC) at SLAC but must obtain an ARC Family badge for after-hours access. This is a temporary escort-
required badge that expires when the sponsoring family member’s training expires. Individuals using an
ARC Family badge must be escorted by their sponsoring family member at all times. The sponsoring
family member obtains the badge by completing an Arrillaga Center Family Badge Request form. The
ARC is not open to the general public.

2.6.8 Stanford Guest House

All guests of the Stanford Guest House must present a valid photo ID to enter the site when they arrive at
SLAC. The guest house provides a daily list to SLAC Site Security of all registered guests. Upon their
arrival at SLAC they will be directed to the guest house by the SLAC Main Gate security officers after the
officers confirm their names are on the list. Once they are processed by the guest house front desk they will
be issued a temporary vehicle decal with the expiration date as the day of their departure from SLAC.
Guests will be asked to keep their decal visible in their vehicle and can enter the site by presenting the
decal to security officers at the Main Gate.

Individuals arriving on-site to visit registered guests will be asked to provide the name of the guest. The
security officers will use the daily access list to confirm the guest is registered at the guest house and will
allow their visitors access to the site. All guests must abide by the same rules as other visitors.

2.6.9 Marguerite Shuttle

Stanford University’s bus service, the Marguerite Shuttle, enters SLAC through the Main Gate visitor lane
during business hours. Security officers check all passengers on the public “SLAC” shuttle for photo IDs.
Those without SLAC ID badges are asked where they are going and directed by the security officers.
Passengers on the employee-only “S” shuttle are not checked for IDs.

2.6.10 Special Events and Public Lectures

Individuals attending special events or lectures that are open to the public do not need to register in advance
but may enter general access areas only and must enter SLAC through the Main Gate. Security officers will
make sure vehicle drivers have a valid driver’s license and will check others for photo IDs then advise the
individuals where the function is being held. Drivers will be directed to the visitor’s parking lot.
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2.6.11 Educational and Public Tours

Educational and public tours of SLAC are usually offered twice a month to individuals 12 years of age and
above. Children 12-17 years of age must be accompanied by an adult. To join a tour individuals must
register online.

2.6.12 Personal Tours

Personal tours of SLAC require a SLAC host. Personal tours must be approved in advance, following the
Tour Procedure and using the online Tour Approval Form.

2.6.13 Business-related Tours

SLAC employees and users may escort visitors and colleagues to their own resident areas (that is, office or
lab area) using the Site Access Control: Visitor Authorization Procedure. If entering non-resident areas, the
Tour Procedure must be used.

2.6.14 Children

Children are allowed at SLAC
= As part of an approved tour (see above) or special event or

=  For up to one day, when accompanied by a responsible adult. Children being brought on-site in this
case

— Are considered visitors and may only enter through the Main Gate

— Areonly allowed in the general access area (excluding any areas within the general access area
with hazardous operations, for example controlled areas, machine shops, and laboratories). They
are not allowed in the safety access area.

—  Must be accompanied by their parent/guardian at all times and may not be left unattended in
offices or placed under the care of a co-worker. Supervisor approval is required before the child’s
arrival. (See Site Access Control: Visitor Authorization Procedure.)

— May not be brought to work if they are being kept out of school or daycare due to illness. If this is
the case, the parent/guardian must make arrangements with the supervisor for occasional work
from home, if possible, or use of family sick leave.

These requirements do not apply to children who are
= Registered students of Stanford University

=  Participating in a Stanford University program for minors, or of another institution and attending the
laboratory as a facility user, and have completed all required access and safety training

= Registered guests at the Stanford Guest House

See Human Resources Policy — Minors Visiting SLAC.
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2.6.15 Pets

Employees and others working at SLAC are not allowed to bring domesticated pets or other animals to
SLAC except for

= Assistive animals for persons with disabilities or those being trained for such a purpose

= Emergency, short-term situations (for example, an owner needs to take a pet to the veterinarian but can
only do so during working hours), if the employee’s supervisor approves in advance and if adequate
steps are taken to prevent injury or disruption of others in the workplace, including the immediate
removal of the animal in the event of concerns or complaints.

See Human Resources Policy — Domesticated Pets or Other Animals in the Workplace (SLAC-I-701-H01-
001).

2.6.16 Emergency Responders

External emergency responders are granted full access to SLAC, in coordination with SLAC Site Security.

2.7 Site Entry

2.7.1 Main Gate (business hours)

The Main Gate has two lanes open during business hours (6:00 AM to 6:00 PM). The external (right) lane
is only for employees, users, and subcontractors who have a current SLAC ID badge or vehicle decal. They
can utilize this lane to enter SLAC by displaying their badge or vehicle decal to security officers. They do
not have to stop.

The internal (left) lane, next to the security kiosk, is for visitors. All visitors must use this lane and stop at
the gate; SLAC Site Security will confirm their visit has been approved before granting access to the site.
Visitors who do not have access approval will be asked to park in the adjacent visitor’s parking lot until
SLAC Site Security can reach their SLAC point of contact for approval. (See Section 2.6.3.)

2.7.2 Main Gate (after hours)

Only SLAC employees (except summer students) and users with a current SLAC ID badge are approved
for access after hours and during weekends and holidays. From 6:00 PM to 6:00 AM the external lane is
closed for access and everyone must utilize the internal, visitor’s, lane. All individuals must stop at the
gate; security officers will scan their SLAC ID badges and provide access.

2.7.21 Subcontractors

Subcontractors must have approval to access the site after hours. (For details, see Site Access Control:
Badging Procedures.)

2.7.3 Alpine Gate / Internal Gates

SLAC has automated gates, which provide personnel with current training and a SLAC ID badge 24/7
access to the site (Alpine Gate) and the safety access area within the site. The gates have intercoms that
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allow communication with Main Gate security officers and surveillance cameras that allow the officers to
view the area. Personnel utilizing the gates can scan their SLAC ID badge at the reader and the gate will
open and allow access.

Only individuals with a current SLAC ID badge and training can enter through the automated gates.
(Deliveries are allowed through the Alpine Gate but require special approval; see Section 2.6.5.) Each
individual will be responsible to make sure his or her own badge and that of any passengers is current (and
if on foot each person must use his or her own badge). Individuals with passengers who do not have a
current SLAC ID badge cannot use any of the automated gates and must use the Main Gate for site access
and obtain a temporary escort-required badge for their passengers if using the internal gates.

Warning Any individual bringing passengers without SLAC ID badges through any external gate other
than the Main Gate will be violating the safety and security polices of SLAC. Employees and
users will be reported to SLAC management; subcontractors will be reported to their POC and
Purchasing, may lose privileges for accessing SLAC through the Alpine Gate, and may be
removed from the site.

2731 Users

Users may use the automated gates, subject to the general requirements above.

2.7.3.2 Subcontractors

Service subcontractors may use the automated gates, subject to the general requirements above;
construction subcontractors’ use of the automated gates is approved case by case by SLAC Site Security.

2.7.3.3 Visitors

Visitors are not allowed to enter SLAC through the Alpine Gate. All visitors must use the Main Gate to
enter the site. Visitors may use the internal gates only if escorted (see Section 2.6.4).

2.7.4  Piggybacking
Each individual must have and use his or her own badge at each gate or access point for every entry:

badges may not be loaned and individuals may not “piggyback” on another’s access privileges (by entering
a gate or door opened by someone else), unless properly escorted (see Section 2.6.4).

2.8 Vehicle Access

Drivers at SLAC must have a driver’s license valid in California and must present it when requested by
SLAC Site Security. In addition, all vehicles entering SLAC are subject to entry/exit inspection.

2.8.1 Vehicle Registration
Individuals planning to operate personal vehicles on-site should register their vehicles with SLAC Site

Security. This allows SLAC Site Security to contact vehicle owners quickly if there are any issues with
parking or construction activity.
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In addition employees can obtain a decal that will allow them to enter through the Main Gate during
business hours without stopping. The decal must be placed in a location visible when entering the Main
Gate (see SLAC vehicle registration).

For more information on driving and parking at SLAC, see Chapter 13, “Traffic and Vehicular Safety”.

3 Forms

The following are forms required by these requirements:

= Arrillaga Center Family Badge Request. Form for requesting and approving requests for ARC family
badges

4 Recordkeeping

The following recordkeeping requirements apply for these requirements:

=  SLAC Site Security maintains the completed ARC family badge requests

5 References

SLAC Environment, Safety, and Health Manual (SLAC-1-720-0A29Z-001)
=  Chapter 55, “Site Access Control”
—  Site Access Control: Site Access by Individual and Area (SLAC-1-720-0A00S-002)
—  Site Access Control: Badging Procedures (SLAC-1-720-0A00C-001)
—  Site Access Control: Escorted Access Authorization Procedures (SLAC-1-720-0A00C-002)
—  Site Access Control: Visitor Authorization Procedure (SLAC-1-720-0A00C-003)

= Chapter 9, “Radiological Safety”
— Controlled Areas and Radiologically Controlled Areas (RCAs)
— Radiological Safety: Radiological Work and Area Entry Requirements (SLAC-I-760-0A05S-002)
— Radiological Safety: Personnel Dosimeter Requirements (SLAC-I-760-0A07S-001)

= Chapter 13, “Traffic and Vehicular Safety”

— Auto Registration and Traffic Control Program

= Chapter 42, “Subcontractor Safety”

Other SLAC Documents
= S| AC Site Security

= Coming to SLAC
—  Visitor, User, Employee (VUE) Center
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= SLAC Training

— ESH Course 219, Environmental Safety and Health Orientation (ESH Course 219). For SLAC
employees, users, and service subcontractors

— ESH Course 375, Construction Safety Orientation (ESH Course 375). For construction
subcontractors

— ESH Course 115, General Employee Radiological Training (GERT) (ESH Course 115)
=  Arrillaga Recreation Center at SLAC

= Educational and Public Tours

—  (Tour) Registration
= SLAC Tours

—  Tour Procedure

—  Tour Approval Form

= Human Resources Policy — Minors Visiting SLAC

= Human Resources Policy — Domesticated Pets or Other Animals in the Workplace (SLAC-1-701-H01-
001)

15 September 2017 SLAC-1-720-0A00S-001-R001 14 of 14


http://training.slac.stanford.edu/
https://www-internal.slac.stanford.edu/esh-db/training/slaconly/bin/catalog_item.asp?course=219
https://www-internal.slac.stanford.edu/esh-db/training/slaconly/bin/catalog_item.asp?course=375
https://www-internal.slac.stanford.edu/esh-db/training/slaconly/bin/catalog_item.asp?course=115
http://recreation.stanford.edu/hours/slac/
https://www6.slac.stanford.edu/community/public-tours
https://www6.slac.stanford.edu/community/public-tours/registration
https://internal.slac.stanford.edu/communications/resources/slac-tours
https://internal.slac.stanford.edu/communications/resources/slac-tours/procedure
https://internal.slac.stanford.edu/communications/requests/tour-approval
https://www-internal.slac.stanford.edu/humanresources/documents/employee-relations/Minors_Visiting_SLAC_Policy.pdf
https://docs.slac.stanford.edu/sites/pub/Publications/701-H01-001-00_DomPetsAnmlsWrkplce.pdf

NATIONAL ACCELERATOR LABORATORY

Chapter 55: Site Access Control
Site Access by Individual and Area

Product ID: 691 | Revision ID: 1969 | Date Published: 15 September 2017 | Date Effective: 15 September 2017
URL: http://www-group.slac.stanford.edu/esh/eshmanual/references/siteAccessSummary.pdf

ENVIRONMENT, SAFETY & HEALTH DIVISION

This table summarizes site access requirements by type of individual. (For details, see Site Access Control: General Requirements [SLAC-I-720-0A00S-001].)

Table 1 Site Access by Individual and Area

Safety
General  Access Safety
Access Area (see Internal Orientation
Type of Individual Area notes) Hours Main Gate  Alpine Gate  Gates Training Badge Approval
Employee X X 24[7 X X X 219 SLACID Site Access Control: Badging
Procedures (SLAC-I-720-0A00C-001)
User X X 2417 X X X 219 SLACID Site Access Control: Badging
Procedures (SLAC-I-720-0A00C-001)
Subcontractor, service X X MF, 6 AM-6 PM X X X 219* SLACID Site Access Control: Badging
(after hours with approval) Procedures (SLAC-I-720-0A00C-001)
Subcontractor, X X MF, 6 AM-6 PM X With approval With approval 375 * SLACID Site Access Control: Badging
construction (const. site  (const. site (after hours with approval Procedures (SLAC-I-720-0A00C-001)
only) only) and logging)
Visitor X Business hours X Photo ID Site Access Control: Visitor Authorization
Procedure (SLAC-I-720-0A00C-003)
Deliveries Business hours Driver's license Name of recipient on delivery
Deliveries, construction Business hours Driver's license
Tow trucks 2417 Driver's license Approval and presence of registered
owner of vehicle
Family Access to X X 2417 X X Temp. escort-  Arrillaga Center Family Badge Request
Arrillaga Recreation required badge
Center
Stanford Guest House X 2417 Photo ID Guest House List
Marguerite Shuttle X Hours of operation Photo ID
Special events and public X Event times X Photo ID Event

lectures
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* Subcontractors may work for up to two days without training, if escorted by a supervisor-level person, either SLAC or subcontractor, who has the required training and badge. Workers using this
exemption will be issued a temporary escort-required badge.

Exempt service workers (including most types of service personnel who perform routine activities such as FedEx or UPS delivery, office machine repair, emergency medical response) do not
require training but are restricted to the general access area; to enter the safety access area they must be escorted and wear a temporary escort-required badge.

Escorted access: individuals at SLAC who do not have the minimum level of training for a given area must be escorted by someone who does and if entering the safety access area must also wear
a temporary escort-required badge (unless part of a tour, see below) (Site Access Control: Escorted Access Authorization Procedures [SLAC-I-720-0A00C-002)).

Controlled areas (CA) / radiologically controlled areas (RCAS): unescorted access to these areas requires completion of ESH Course 115, General Employee Radiological Training (GERT)
(ESH Course 115). Entry into RCAs also requires wearing a dosimeter. Individuals without required training (ESH Course 115) are allowed escorted access to these areas, subject to the following
requirements, in addition to those above for escorted access:

1. The POC must ensure the individuals review a safety briefing, including radiological topics. This safety briefing may be administered electronically, verbally, or by reading a brochure. The
completion of the briefing must be recorded. The briefing is good for up to one month, 30 days, or end of the expiration date of the badge. (See Radiological Safety: Safety Briefing [SLAC-I-
760-0A05S-004].)

Individuals without required training are not allowed access to radiological areas, such as radiation areas, high radiation areas, or contamination areas. (For details on required training for various
radiological areas, see Radiological Safety: Radiological Work and Area Entry Requirements [SLAC-I-760-0A05S-002].)

Summer students: for summer students access is limited to Monday through Friday from 6:00 AM to 6:00 PM.
Children: according to Human Resources Policy — Minors Visiting SLAC, children are allowed at SLAC
1. As part of an approved tour (see above) or special event or
2. For up to one day, when accompanied by a responsible adult. Children being brought on-site in this case
= Are considered visitors and may only enter through the Main Gate

= Are only allowed in the general access area (excluding any areas within the general access area with hazardous operations, for example controlled areas, machine shops, and laboratories).
They are not allowed in the safety access area.

= Must be accompanied by their parent/guardian at all times and may not be left unattended in offices or placed under the care of a co-worker. Supervisor approval is required before the child’s
arrival. (See Site Access Control: Visitor Authorization Procedure [SLAC-I-720-0A00C-003].)

= May not be brought to work if they are being kept out of school or daycare due to illness. If this is the case, the parent/guardian must make arrangements with the supervisor for occasional
work from home, if possible, or use of family sick leave.

These requirements do not apply to children who are

= Registered students of Stanford University

= Participating in a Stanford University program for minors, or of another institution and attending the laboratory as a facility user, and have completed all required access and safety training
= Registered guests at the Stanford Guest House

Pets: according to Human Resources Policy — Domesticated Pets or Other Animals in the Workplace (SLAC-I-701-H01-001), employees and others working at SLAC are not allowed to bring

domesticated pets or other animals to SLAC except for

= Assistive animals for persons with disabilities or those being trained for such a purpose

= Emergency, short-term situations (for example, an owner needs to take a pet to the veterinarian but can only do so during working hours), if the employee’s supervisor approves in advance and if
adequate steps are taken to prevent injury or disruption of others in the workplace, including the immediate removal of the animal in the event of concerns or complaints.

Public tours: educational and public tours of SLAC are usually offered twice a month to individuals 12 years of age and above. Children 12-17 years of age must be accompanied by an adult. To
join a tour individuals must register online. Personal tours: personal tours of SLAC require a SLAC host. All personal tours must be approved in advance, following the Tour Procedure and using
the online Tour Approval Form. Business-related tours: SLAC employees and users may escort visitors and colleagues to their own resident areas (that is, office or lab area) using the Site Access
Control: Visitor Authorization Procedure. If entering non-resident areas, the Tour Procedure must be used.
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Badging Procedures

Product ID: 519 | Revision ID: 1965 | Date published: 15 September 2017 | Date effective: 15 September 2017
URL: http://www-group.slac.stanford.edu/esh/eshmanual/references/siteAccessProcedBadging.pdf

1 Purpose

The purpose of these procedures is to protect individuals from hazards that may exist at SLAC by ensuring
they have the appropriate training for the area in which they will be working. They cover obtaining,
displaying, and returning a SLAC identification badge. They apply to employees, users, and subcontractors,
their SLAC supervisors and points of contact, and SLAC Site Security and the Radiation Protection
Department.

1.1 Badges

The SLAC ID badge provides positive identification of employees, users, and subcontractors and access to
the site. It is not a DOE security badge or Office of Science “common badge” but rather a “local site
specific only (LSSO)” badge (see DOE O 473.3A). Individuals from other DOE facilities who visit SLAC
may use the badge from their facility for access to the general access area. For unescorted access to the
safety access area they will need a SLAC ID badge.

Important Individuals, with the exception of children, must carry some form of photo ID. Anyone without
a SLAC ID badge must carry a driver’s license, state- or institution-issued photo ID, or passport.

A permanent SLAC ID badge is issued by SLAC Site Security to individuals who have completed required
training. This ID badge identifies the individual’s

1. Employment (SLAC or Stanford employee, user, service subcontractor, construction subcontractor)

2. Safety orientation and radiological training taken

3. Training expiration. Access privileges are based on current training. When training expires the access
privileges associated with that training also expire. In order to maintain access, the individual needs to
retake training and obtain a new badge.

SLAC ID badges are also proximity cards. The badges can be used to access gates, buildings, or locations
that have card readers. (See Figure 1 for sample badges.)

In addition to permanent SLAC ID badges there are three types of temporary badge:

1. Ared badge, reading ESCORT REQUIRED. These badges are issued to anyone who may require
access to an area for which they do not have the required training (the safety access area for visitors
and other areas for employees, users, and subcontractors).

2. A green badge, reading NO ESCORT REQUIRED. These badges are issued to SLAC ID badge
holders who have lost their permanent badge.
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3. A blue badge, reading NO ESCORT REQUIRED. These badges are issued to users arriving for the

first time after hours.
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Figure 1 Sample SLAC Identification Badges
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2 Procedures

2.1 Employee / User / Subcontractor Badging

An employee is an individual who works directly for SLAC and is on the SLAC payroll. For the purposes
of site access SLAC emeriti, affiliates, and summer students are treated like employees, as are Stanford
University faculty, staff, and students and Department of Energy SLAC Site Office staff and employees of
other DOE contractors. (See Human Resources and Development Services: Non-Employee Definitions for
definitions.)

A user is a scientific researcher engaged on approved research projects using DOE-designated user
facilities (for example, SSRL, LCLS, FACET).

A subcontractor is an individual employed by a firm with which a contract for work has been approved
through Purchasing. Subcontractors work at SLAC for a specific project or on-going services and/or

maintenance. For the purposes of site access consultants and temporary agency workers are treated like
subcontractors.

This procedure must be followed to be issued a badge before beginning work on-site at SLAC.

Step Person Action
1. Supervisor / point of  Verifies worker has a valid SLAC system ID by checking the SLAC Directory (see
contact the HDI for Supervisor site for on-boarding procedures)
Ensures worker is in compliance with DOE Order 142.3A, “Unclassified Foreign
Visits and Assignments Program” (DOE O 142.3A) (see Coming to SLAC: Foreign
Nationals)
2. Supervisor / point of  Determines minimum site access training requirements based on which areas
contact personnel will need to access without a qualified escort (see Site Access Control:
General Reguirements)
Note additional work-specific training may be required but is not necessary for
obtaining a SLAC identification badge.
3. Supervisor / point of ~ For employees, supervisor assigns minimum training
contact For users, point of contact communicates training requirements
For subcontractors, SLAC project manager communicates training requirements
(see Chapter 42, “Subcontractor Safety”)

4, Worker Completes assigned minimum training online, preferably before coming to SLAC
(see SLAC Training: Web Based Training)

5. Worker Completes sections 1-5 the SLAC Dosimeter / ID Request Form A (The form is
used for issuing both SLAC badges and dosimeters. Dosimeters are required for
entry into a radiologically controlled area, see Radiological Safety: Personnel
Dosimeter Requirements.)

6. Supervisor / point of  Signs form (Section 6)

contact
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Step Person Action

7. Worker Brings completed badge request form and a certificate of completion for required
training (or waits 24 hours to be credited) to the SLAC Site Security Badging Office
in the Visitor, User, Employee (VUE) Center, located in the Science and User
Support Building (SUSB, Building 53)

Note: if intending to operate a motorized vehicle on-site must also bring a valid
drivers’ license.

8. SLAC Site Security Verifies worker has completed required training (Section 7) and issues badge (and
dosimeter, if required) (Section 8)

Verifies worker is in compliance with DOE Order 142.3A, “Unclassified Foreign
Visits and Assignments Program” (DOE O 142.3A) (see Coming to SLAC: Foreign
Nationals)

2.1.1  Expiration of Access Privileges

For SLAC employees, access privileges are based on current training. When training expires the access
privileges associated with that training also expire. (The expiration date of the most advanced training is
shown on the SLAC ID badge. Renewal reminders are e-mailed to employees and their supervisors.) In
order to maintain access, the individual needs to retake training and obtain a new badge, using the above
process.

Dosimeters must be renewed when the wear period expires, which varies with the type of dosimeter (see
Radiological Safety: Personnel Dosimeter Requirements).

2.1.2  Additional User Requirements

All users from sensitive countries must be entered SLAC’s database to comply with the Department of
Energy unclassified foreign visits and assignments program (see DOE Order 142.3A) before a badge is
issued. Users from T-3 countries must have an approved package before a badge is issued (see Coming to
SLAC: Foreign Nationals). Is it strongly recommended that users complete training before arrival on-site.

2.1.2.1 First-time Access

The Badging Office will confirm users have been approved by checking the User Facility Access List. For
users not on the User Facility Access List, the Badging Office will contact the SLAC VUE Center User
Support Office or FACET coordinator, who will confirm with the relevant proposal team that the user is
part of their collaboration team and should be granted access if all paper work and training is complete. The
Badging Office will complete and sign the badge request form.

Once training and approval is confirmed the Badging Office will make sure the individual is in compliance
with DOE Order 142.3A, “Unclassified Foreign Visits and Assignments Program” (DOE O 142.3A) and
issue the user a SLAC ID badge and then will direct him or her to the User Support Office (in the VUE
Center) to complete any additional paperwork.

Users who arrive on-site for the first time after hours will have their training and approvals checked by

SLAC Site Security at the Main Gate and will be issued a blue temporary no-escort-required badge, good
till the end of the next business day.

15 September 2017 SLAC-I-720-0A00C-001-R003 40f 7


https://www-internal.slac.stanford.edu/esh/security/badgeOffice.htm
https://legal.slac.stanford.edu/doe-stanford-contract
https://vue.slac.stanford.edu/foreign-nationals
https://vue.slac.stanford.edu/foreign-nationals
http://www-group.slac.stanford.edu/esh/eshmanual/references/radReqDosimeterPersonnel.pdf
https://legal.slac.stanford.edu/doe-stanford-contract
https://vue.slac.stanford.edu/foreign-nationals
https://vue.slac.stanford.edu/foreign-nationals
https://www-ssrl.slac.stanford.edu/content/uf-access-list
https://legal.slac.stanford.edu/doe-stanford-contract

SLAC National Accelerator Laboratory
Environment, Safety & Health Division
Chapter 55 | Badging Procedures

2.1.2.2 Expiration of Access Privileges

Access for users will have a default expiration date of September 30 of the calendar year or when the user’s
visa or passport expires. If the user has the need and justification for additional time, SLAC Site Security
can extend privileges for longer.

2.1.3 Additional Subcontractor Requirements
2131 After-hours Access

Subcontractors must have approval to access the site after hours. For construction subcontractors
authorization requires an after-hours access authorization form completed by their SLAC point of contact,
approved by Purchasing and SLAC Site Security. In addition, construction subcontractors arriving after
hours must be logged in. After-hours access for service subcontractors is approved case by case. A SLAC
point of contact must be present when subcontractors are on-site after hours.

2.1.3.2 Expiration of Access Privileges

Access privileges for subcontractors will be based on the length of their project at SLAC or when their
training expires, whichever comes first.

2.1.3.3 Construction Areas

Construction subcontractors must stay and work within their designated construction areas. Personnel
working on walks, paving, utilities, piping, or similar outside projects are prohibited from entering any
buildings within the area of work, except when granted permission by a SLAC field construction manager.

2.2 Displaying Badges

The ID badge does not have to be displayed in the general access area of SLAC, but must be carried and
presented upon request by a supervisor, manager, or security officer.

Important Each individual must have and use his or her own badge at each gate or access point for every
entry: badges may not be loaned and individuals may not “piggyback” on another’s access
privileges, unless properly escorted (see Site Access Control: Escorted Access Authorization
Procedures).

ID badges must be worn and displayed at all times in the safety access area and must be presented to the
security officer at an accelerator area access point (internal gates).

Important In addition to a SLAC ID badge, individuals must wear and display a personnel dosimeter at all
times when in a radiologically controlled area or radiological area (see Radiological Safety:
Personnel Dosimeter Requirements).
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2.3 Returning Badges

Human Resources Development and Services will make sure all employees departing SLAC have returned
their SLAC ID badge, keys, and other government property as part of an exit and inventory interview. All
badges are returned to SLAC Site Security for documentation and deactivation.

The SLAC point of contact is responsible for returning all the badges issued to subcontractors when work is
completed to SLAC Site Security for documentation and deactivation. Subcontractors will be charged for
failing to return badges or dosimeters.

Users must return their badges to the Badging Office.

2.4 Replacing Lost Badges

Employees, users, and subcontractors must report lost or stolen badges to SLAC Site Security immediately.
SLAC Site Security will deactivate the badge and issue a temporary no-escort-required badge, good for 72
hours and a temporary proximity card. (This badge is green, reads NO ESCORT REQUIRED, and shows
the individual’s name, training, and expiration date.) If the badge is not recovered or found in that time, a
new badge will be issued.

3 Forms

The following forms are required by this procedure:

= SLAC Dosimeter / ID Request Form A (SLAC-1-760-0A07J-006). Form for requesting a SLAC ID
badge and personnel dosimeter for individuals with required training

=  Site Access Control: Subcontractor After-hours Access Authorization Form (SLAC-1-720-0A00J-001).
Form for requesting after-hours access for construction subcontractors

= SLAC Training: Web Based Training. Entry point for registering for and completing web-based
courses

4 Recordkeeping

The following recordkeeping requirements apply for this procedure:

= SLAC Site Security maintains a record of badges issued in its badging system.

=  SLAC Site Security maintains subcontractor after-hours access authorization forms.
= The Radiation Protection Department maintains completed badge request forms.

=  SLAC Training maintains records of assigned and completed training in the SLAC Training database;
records may be accessed through the Training History Report.

15 September 2017 SLAC-I-720-0A00C-001-R003 60of7


http://www-group.slac.stanford.edu/esh/eshmanual/references/radFormDosimeterRequestA.pdf
http://www-group.slac.stanford.edu/esh/eshmanual/references/siteAccessFormSubAfterhours.pdf
http://training.slac.stanford.edu/web-training.asp
https://www-internal.slac.stanford.edu/esh-db/training/slaconly/bin/eta_reportall.asp?opt=4

SLAC National Accelerator Laboratory
Environment, Safety & Health Division
Chapter 55 | Badging Procedures

5 References

SLAC Environment, Safety, and Health Manual (SLAC-1-720-0A29Z-001)

Chapter 55, “Site Access Control”

—  Site Access Control: General Requirements (SLAC-1-720-0A00S-001)

—  Site Access Control: Escorted Access Authorization Procedures (SLAC-1-720-0A00C-002)
— Site Access Control: Visitor Authorization Procedure (SLAC-1-720-0A00C-003)

Chapter 9, “Radiological Safety”
— Radiological Safety: Radiological Work and Area Entry Requirements (SLAC-1-760-0A05S-002)
— Radiological Safety: Personnel Dosimeter Requirements (SLAC-1-760-0A07S-001)

Chapter 42, “Subcontractor Safety”

Other SLAC Documents

SLAC Site Security: Badge Office

Coming to SLAC
— Coming to SLAC: Foreign Nationals

—  User Facility Access List

Human Resources and Development Services: Non-Employee Definitions

HDI for Supervisor (for onboarding procedures)

SLAC Directory

SLAC Training
—  Training History Report

Other Documents

Site Compliance Plan for Department of Energy Order 473.3A, “Protection Program Operations”
(DOE O 473.3A SCP)

Site Compliance Plan for DOE Order 142.3A, “Unclassified Foreign Visits and Assignments Program”
(DOE O 142.3A SCP)
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Product ID: 692 | Revision ID: 1930 | Date Published: 5 April 2017 | Date Effective: 5 April 2017

URL: http://www-group.slac.stanford.edu/esh/eshmanual/references/siteAccessFormSubAfterhours.pdf | docx

This form is used to document approval of after-hours access for construction subcontractor employees. It must be completed by the SLAC field construction manager (FCM) and approved by
Purchasing and SLAC Site Security. A SLAC point of contact must be present when subcontractors are on-site after hours. The original must be sent to the SLAC Site Security Manager, M/S 86,
VUE Center (Building 53); the project engineer and buyer retain copies. (See Site Access Control: Badging Procedures [SLAC-I-720-0A00C-001].)

SLAC Purchase Order/Subcontract Number:

Project:

Location of the Project:

Project Manager:

Vendor/Subcontractor Company Name:

Employee Name Company

Start Date Time End Date Time

Work being Performed

] Continued on reverse

SLAC Field Construction Manager (FCM) After-hours/Alternate Contact (SLAC employee) | Authorizing Signature Manager, SLAC Site Security
Name: Name: Name: Name:

Signature: Title: Signature: Signature:

Date: Date: Date:

Extension: Extension: Extension: Extension: 2310

Cell: Cell: ] Procurement specialist Cell: 650-450-1249

5 April 2017
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Employee Name

Company

Start Date

Time

End Date

Time

Work being Performed
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Escorted Access Authorization Procedures

Product ID: 693 | Revision ID: 1970 | Date published: 15 September 2017 | Date effective: 15 September 2017
URL: http://www-group.slac.stanford.edu/esh/eshmanual/references/siteAccessProcedEscorted.pdf

1 Purpose

The purpose of these procedures is to protect individuals from hazards that may exist at SLAC by ensuring
they are properly escorted in areas for which they do not have the required safety training. They cover
authorizing and engaging in escorted access. They apply to employees, users, subcontractors, and visitors,
their points of contact, escorts, and SLAC Site Security and the Radiation Protection Department.

These procedures do not apply to guests of the Stanford Guest House, riders of the Marguerite Shuttle, and
such. (For authorizing access for them, see Site Access Control: General Requirements.)

2 Procedure

Individuals at SLAC who do not have the minimum level of training for a given area must be escorted by
someone who does. If entering the safety access area, they must also wear a temporary escort-required
badge (Figure 1). (This badge is red, reads ESCORT REQUIRED, and shows the individual’s name and
expiration date of access privileges.) (See Site Access Control: General Requirements for minimum site
access training and maps.) This temporary badge is valid for up to seven days. (For tours, it is the tour
escort who wears the temporary badge, tour members are not required to wear a badge.)

ESCORT

REQUIRED

SLAC PROPERTY
RETURN AFTER USE

Figure 1 Temporary Escort-required Badge
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Individuals without required training are not allowed access to radiological areas, such as radiation areas,
high radiation areas, or contamination areas, even if escorted.

2.1 General Requirements

These requirements apply to all cases of escorted access.

Person

Requirement

Point of contact

Should be present
Ensures a qualified escort is with the person(s) at all times
Ensures badging, and any other requirements, are met

If escorted person is to enter a controlled area, ensures the escort gives the escorted
person(s) a safety briefing, including radiological topics. This safety briefing may be
administered electronically, verbally, or by reading a brochure. The completion of the
briefing must be recorded. The briefing is good for up to one month, 30 days, or end of the
expiration date of the badge.

Important: even escorted, individuals without required training are not allowed access to
radiological areas, such as radiation areas, high radiation areas, or contamination areas.

Escort

Provides escorted person safety directions and accepts responsibility for the person’s
safety

Keeps the escorted person in visual contact at all imes

Ensures that the escorted person does not engage in non-green work without proper work
authorization and release (see ESH Manual Chapter 2, Work Planning and Control)

Ensures that the escorted person wears a dosimeter when required

Briefs the escorted person on radiological safety requirements (Radiological Safety: Safety
Briefing) if entering a controlled area

Escorted person

Follows escort's instructions and remains in visual contact at all times

2.2 Safety Access Area: Individual Non-radiological Work

Access

This procedure is for authorizing escorted access for individuals to the safety access area to conduct non-

radiological work.

Step Person

Action

1. Escorted person Completes sections 1-4 of SLAC Dosimeter / ID Request Form B

2. Escort Completes Section 5 of form

3. Escort Brings completed form to the SLAC Site Security Badging Office in the Visitor,
User, Employee (VUE) Center, located in the Science and User Support Building
(SUSB, Building 53)

4. SLAC Site Security Completes Section 6 of form

15 September 2017
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Step Person Action

5. Escortand escorted ~ Meet at Badging Office
person Enter area, complying with above requirements

6. Escort or escorted Returns temporary badge (and dosimeter if required) to Badging Office
person

2.3 Safety Access Area: Tour Access

This procedure is for authorizing escorted access for tours entering the safety access area. A separate form
and escort are required for every 20 tour members.

Step Person Action
1. Escort Completes Section 1 of SLAC Dosimeter / ID Request Form C
2. Escort Brings completed form to the SLAC Site Security Badging Office in the Visitor,

User, Employee (VUE) Center, located in the Science and User Support Building
(SUSB, Building 53)

3. SLAC Site Security Completes Section 2 of form
Issues temporary escort-required badge (and tour/group dosimeter if required) to
the escort
4. Escorted persons Sign Section 3 of form, acknowledging requirements
5. Escortand escorted ~ Meet at Badging Office
persons Enter area, complying with above requirements
6. Escort Returns temporary badge (and dosimeter if required) to the Badging Office

For more information on tours at SLAC, see Educational and Public Tours and SLAC Tours (for personal
tours).

3 Forms

The following forms are required by this procedure:

=  SLAC Dosimeter / ID Request Form B. Form for authorizing escorted access to the safety access area
and requesting a temporary escort-required badge (and personnel dosimeter if required) for individuals
without required training to conduct non-radiological work

=  SLAC Dosimeter / ID Request Form C. Form for authorizing escorted access and requesting a
temporary escort-required badge (and a tour/group dosimeter if required) for tours entering the safety
access area. A separate form and escort are required for every 20 tour members.

4 Recordkeeping

The following recordkeeping requirements apply for this procedure:
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=  SLAC Site Security maintains a record of badges

=  The Radiation Protection Department maintains completed badge request forms

5 References

SLAC Environment, Safety, and Health Manual (SLAC-1-720-0A29Z-001)
= Chapter 55, “Site Access Control”
—  Site Access Control: General Requirements (SLAC-1-720-0A00S-001)
—  Site Access Control: Badging Procedures (SLAC-1-720-0A00C-001)
—  Site Access Control: Visitor Authorization Procedure (SLAC-1-720-0A00C-003)

= Chapter 2, Work Planning and Control

= Chapter 9, “Radiological Safety”
— Radiological Safety: Personnel Dosimeter Requirements (SLAC-1-760-0A07S-001)
— Radiological Safety: Safety Briefing (SLAC-1-760-0A07S-004)

Other SLAC Documents
= SLAC Site Security: Badge Office

= Coming to SLAC
=  Controlled Areas and Radiologically Controlled Areas (RCAs)

= Educational and Public Tours
=  SLAC Tours
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Chapter 55: Site Access Control

Visitor Authorization Procedure

Product ID: 694 | Revision ID: 1971 | Date published: 15 September 2017 | Date effective: 15 September 2017
URL: http://www-group.slac.stanford.edu/esh/eshmanual/references/siteAccessProcedVisitor.pdf

1 Purpose

The purpose of this procedure is to protect visitors to SLAC by making sure they have been approved and
made aware of site hazards and site access policies and procedures. It covers approving visitor access. It
applies to visitors and their SLAC points of contact, supervisors, and SLAC Site Security.

This procedure does not apply to guests of the Stanford Guest House, riders of the Marguerite Shuttle, and
members of the public attending special events and lectures. (For authorizing access for them, see Site
Access Control: General Requirements.)

2 Procedure

A visitor is an individual not performing SLAC-related work, for example:

1. Allindividuals coming to SLAC to attend a meeting/conference/seminar and/or workshop that is held
in the general access area of the laboratory and who are not performing any SLAC-related work or
experiments or receiving payments or reimbursements from SLAC

2. Anyone on-site for the sole purpose of attending SLAC public tours or public lectures

3. Anyone attending special events that do not require any training or work

4. Anyone staying at the Guest House who is not affiliated with SLAC experimenters or work

5. All delivery personal/vendors making deliveries to SLAC or to construction/special projects
Visitors must have a business purpose and a SLAC point of contact (who can be any individual who has

completed training and been issued a SLAC ID badge) and approval to enter SLAC. Users and
subcontractors may request site access for visitors only for tours.

Step Person Action

1. Point of contact Completes SLAC Main Gate Access Form before visitor's arrival, providing visitor's
name, arrival and departure dates, and destination/areas to be visited

If the visitor is to enter the safety access area, an escort and temporary, escort-
required badge is required (see Site Access Control: Escorted Access
Authorization Procedure)

2. Supervisor (of point of  If visitor is a child, approves visit
contact)
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Step Person Action

3. Point of Contact As the SLAC host, must advise the prospective visitor of any SLAC site access
policies and procedures applicable to the visit

4, Visitor Enters SLAC at the Main Gate (off Sand Hill Road) using the internal (left) lane,

next to the security kiosk, during business hours (7:00 AM to 5:00 PM)

With the exception of children, must present some form of photo ID: driver's
license, state- or institution-issued photo ID, or passport

5. SLAC Site Security Confirms visit has been approved by checking for completed form

If visitors do not have a completed form, asks them to park in the adjacent visitor's
parking lot until SLAC Site Security can reach their SLAC point of contact for
approval

6. Visitor Once approval is confirmed is allowed unescorted access to the general access
area, during business hours

3 Forms

The following forms are required by this procedure:

= SLAC Main Gate Access Form. Form for approving visitor access

4 Recordkeeping

The following recordkeeping requirements apply for this procedure:

=  SLAC Site Security maintains the completed access forms.

5 References

SLAC Environment, Safety, and Health Manual (SLAC-1-720-0A29Z-001)
= Chapter 55, “Site Access Control”
—  Site Access Control: General Requirements (SLAC-1-720-0A00S-001)
—  Site Access Control: Badging Procedures (SLAC-1-720-0A00C-001)
—  Site Access Control: Escorted Access Authorization Procedures (SLAC-1-720-0A00C-002)

Other SLAC Documents

= SLAC Site Security: Badge Office
= Coming to SLAC

= Educational and Public Tours

= SLAC Tours
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Site Safety, Security
& Access Guide

Welcome to the SLAC National Accelerator Laboratory

SLAC is one of the world’s leading physical science
laboratories. Established in 1962, and operated by Stanford
University for the U.S. Department of Energy, our mission
is to make discoveries in photon science, particle physics,
and particle astrophysics. We are enriched annually by over
3,000 visiting scientists from universities, laboratories, and
industrial concerns from the U.S. and foreign countries.

SLAC strives to be a model of a safe and healthy workplace
and environmental stewardship. Our employees are trained
on our site-specific hazards and controls to mitigate risk.
Many hazards are more common to an industrial facility
and are controlled by standardized prevention and
protection measures.

As a guest you are expected to consider SAFETY and the

protection of the environment as a paramount concern, to
stop working if you or anybody else is in imminent danger,
and report unsafe behavior.

The Visitor, User, Employee (VUE) Center, located on the
first floor of the Science and User Support Building, houses
training, badging, immigration, and housing support. SLAC
Site Security operations run 24 hours a day, seven days

a week. All other services are available Monday through
Friday, except most public holidays and during the winter
closure in December.

bl ‘ h NATIONAL

ACCELERATOR
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Emergencies

If you witness an emergency you need to immediately activate
our emergency notification system.

Life Threatening Emergencies

Examples: Medical Emergencies, Illness or Injury, Fires,
Explosion, Large Chemical Spills/Releases, Release of
Radioactive Material

» Dial 911

* Then call Security at ext. 5555 (from a land-line)
or 650-926-5555 (from a mobile phone)

Non-Life Threatening Emergencies

Examples: Minor Injuries, small chemical spills/releases,
broken equipment that could pose a safety risk, threats
to the environment

* Call your SLAC Point of Contact/FCM,
then call Security at ext. 5555 (from a land-line)
or 650-926-5555 (from a mobile phone)

 Ifitis a Medical issue between 8:00 AM and
4:30 PM, go to SLAC Medical in Building 28.
If after hours, ext. 5555 will provide you with
information for the nearest clinic for treatment.

In Case of an Earthquake

» Remain calm
* Quickly seek safe refuge; protect your head

* When safe, proceed to an exterior emergency
assembly area

* Do not leave SLAC until you are accounted for
by your SLAC Point of Contact/FCM

SLAC maintains a cache of emergency supplies to be used
in the event of a natural disaster. Our supplies include food,
water, medical supplies, and communication equipment.
If in Doubt as to the Seriousness
of an Incident

+ Dial 911

* Then call Security at ext. 5555 (from a “land-line”)
or 650-926-5555 (from a mobile phone)

Ifyou have any questions, review with your host or point-of-contact, or contact the ES&H Service Desk at ext. 4554 or Security at ext. 2551

Safety Information
Driving/ Bicycling

» Speed Limits - The maximum speed limit is 25 MPH
with some areas posted at lower speeds. Speed
limits are strictly enforced.

* Parking - Parking is available in various locations
throughout the campus (see map). Please follow
parking signs and park in handicap-designated spots
only if you have a valid handicap placard. Do not
park in “Government Vehicles” spots if you are not
driving a vehicle with government plates.

* Helmets - Helmets are required when riding a
bicycle on the site.

 Be Vigilant - Some of the uncommon traffic related
hazards you may encounter at SLAC include
frequent construction projects, industrial vehicles,
electric carts and pedestrians 24 hours per day, 7
days a week. Also be patient when entering and
exiting SLAC and watch for pedestrians, bicyclists
and for construction vehicles that may impede
your visibility.

Consent to Search

SLAC is private property. SLAC reserves the right to inspect all
incoming and outgoing items and vehicles. Your entrance into
this facility constitutes your consent for inspection.

Prohibited Articles

* Firearms, other dangerous or deadly weapons,
explosives, and incendiary devices

* Controlled substances including illegal drugs and
associated paraphernalia (excluding valid
prescription medicine) and alcoholic beverages

» Contraband or other items prohibited by State and
Federal statute; and Unauthorized possession of U.S.
Government or Stanford University Property

Smoking

Smoking is only permitted in posted designated smoking areas
and is never allowed in any building (or within 20 feet of an
entrance or opening)

Access

SLAC welcomes thousands of people each year for research,
business, and educational purposes. Access is granted to individ-
uals who have a business need and a SLAC point of contact.

Visitors are allowed in the general access area (GAA) but must
be escorted within the safety access area (SAA). People here
to perform work (e.g,, staff, subcontractors, users and affiliates)
must complete safety orientation training and obtain a SLAC
identification (ID) badge, after which they are allowed unes-
corted in the safety access area.

Badges are required at external and internal gates and to enter
certain buildings and rooms. Badges must be worn and dis-
played at all times in the SAA. With the exception of children,
anyone without a badge must carry a government issued
photo ID. Each individual must have and use his or her own
badge at each gate or access point for every entry: badges
may not be loaned and individuals may not “piggyback” on
another’s access privileges (by entering a gate or door opened
by someone else), unless properly escorted.

Access gates (see map on back) include:

» Main Gate (Sand Hill Road): access point for all
individuals entering the site. This entry allows access
to the GAA

 Alpine Gate (Alpine Road): due to potential
hazards in this area the Alpine Gate is accessible
only to individuals with current SLAC badges.
Visitors may not use this gate.

* Internal vehicle and pedestrian gates provide
access to the accelerator area within the SAA.
These gates are accessible only to individuals with
current SLAC badges. Visitors may use these gates
only if properly escorted.

Visitor access is generally restricted to 7:00 AM to 5:00
PM. Badged personnel have 24/7 access, with the
following exceptions:

» Summer student access is limited to M-F from
6:00 AM to 6:00 PM, unless otherwise arranged
with Security
» Subcontractors have access during business hours,
M-F from 6:00 AM to 6:00 PM, unless otherwise
arranged with Security.
Access privileges may be withdrawn at any time, for vari-
ous reasons, including nonconformance with SLAC policies
and procedures.

SLAC-I-720-0A00T-002 — INC0115961-09-2017
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